1. Introduction {#s0005}
===============

Identity theft -- defined as the intentional, unauthorized use of a person's identifying information for unlawful purposes ([@b0055], [@b0120]) -- is a growing public health problem. While identity theft is not a new crime, the magnitude of the problem has increased with society's growing reliance on the electronic transfer and storage of personal information across all forms of commerce and services. Approximately 10% of U.S. adults experienced identity theft in 2016, up from 7% in 2012 ([@b0085]), and consumer agencies have seen recorded complaints about identity theft increase almost five-fold since 2001 ([@b0050]). Even routine, mandatory interactions with government (e.g., filing taxes) and healthcare systems (e.g., health records) involve the online transfer and storage of highly identifiable information, such as social security and medical ID numbers, expanding opportunities for identity thieves to illegally obtain personal information ([@b0140]).

In addition to the rising incidence of identity theft, there is growing recognition of the negative emotional and physical health consequences of financial crimes. One in 10 identity theft victims, roughly 2.6 million people, reported experiencing severe emotional distress following victimization ([@b0085]). A quarter of identity theft victims experienced sleep problems, anxiety, and irritation six months after the crime ([@b0180]), with older adults and minorities experiencing more severe emotional consequences including depression, anger, worry, and sense of vulnerability ([@b0065]). While not specific to identity theft, Ganzini and colleagues ([@b0060]) found significantly higher rates of depression and anxiety among financial crime victims compared to demographically-matched controls. Financial crimes have also been associated with increased rates of hospitalization ([@b0045]) and all-cause mortality ([@b0025]). Identity theft also diminishes public confidence in government and corporate entities, prompting increasingly restrictive access to government databases designed to promote public health research ([@b0200]).

The large number of high-profile data breaches in the 21st century (e.g., Equifax, Yahoo, Anthem, U.S. Office of Personnel Management) introduce the question of whether individual-level characteristics and behaviors affect the risk of identity theft victimization, or whether victimization risk is entirely contingent on corporate and government-level data security practices. Combining 2012 and 2014 data from the Bureau of Justice Statistics' (BJS) nationally representative *National Crime Victimization Survey -- Identity Theft Supplement* (NCVS-ITS), the current study provides a comprehensive examination of identity theft victimization risk and protective factors across three major identity theft subtypes: 1) Unauthorized use of existing credit card(s) and/or bank account(s) and; Unauthorized use of personal information to 2) open new account(s); or 3) engage in instrumental activities. Although the BJS provides basic descriptive and bivariate statistics from the NCVS-ITS with a focus on socio-demographic variables, a multivariable analysis is necessary to identify whether individual-level online routines and lifestyle behaviors affect the probability of victimization above and beyond risk factors that are largely outside of an individual's control, such as corporate/government-level data breaches. Only through this more comprehensive analysis that isolates the impact of individual behaviors after controlling for other factors can we begin to understand where to effectively allocate security resources to help reduce the frequency and consequences of identity theft. In contrast to BJS reports that combine both "attempted" and "actual" cases of identity theft in analysis, the current study focuses on identity theft victimization and, therefore, includes only cases of actual identity theft (excluding attempted cases).

2. Theoretical framework {#s0010}
========================

The current paper draws on lifestyle-routine activity theory (L-RAT; [@b0035], [@b0095]) which proposes that individual lifestyles and routine activities influence the risk of crime victimization to the extent that they bring a potential target into contact with offenders or affect the availability of protective measures to prevent the crime ([@b0040], [@b0130], [@b0095]). L-RAT originally described crimes involving direct victim-perpetrator contact, such as assault and robbery, yet the theory has been modified for application to internet-based crimes in which the victim and perpetrator do not physically or necessarily instantaneously converge, including financial fraud ([@b0165]) and identity theft ([@b0170], [@b0175]).

According to L-RAT, individuals with greater visibility to offenders in unguarded/un-protected settings are more likely to be victimized ([@b0040]). In the context of cyber crimes, online activity could expose a person's identifying information to offenders if the device is infected with malware, hacked, or personal data is entered into an unsecure website. Identity theft research has generally supported the hypothesis that engagement in routine online commercial activities, such as banking, shopping, emailing/instant messaging, selling goods, downloading media, or higher overall levels of internet usage, is associated with victimization ([@b0100], [@b0170], [@b0175], [@b0210]). Yet beyond individual online activities, data breaches targeting retailers, healthcare insurers/providers, and government entities that store and transfer personal information may also increase risk of identity theft.

Previous studies examining L-RAT and criminal behavior have found that routine activities account for a substantial portion of the association between crime and socio-demographic characteristics ([@b0150]). It is unknown whether identity theft victimization is correlated with demographic and socioeconomic characteristics---age, income, education, race, residential setting---given that personal information is often obtained through online channels with no direct victim-perpetrator contact. Yet these characteristics influence socio-cultural lifestyles and patterns of consumption that affect how often individuals use their identifying information and for what purposes. Previous researchers have found a positive relationship between income, educational attainment, and identity theft victimization ([@b0005], [@b0170], [@b0175], [@b0210]).

Prior studies have inconsistently found that both females ([@b0005]) and males ([@b0100], [@b0170]) are at greater risk of identity theft victimization. Similarly, different studies have shown that younger adults ([@b0210]), middle-aged adults ([@b0080]), and older adults ([@b0170]) are at increased risk of victimization. Rather than considering age as a continuous variable or according to arbitrary cut-offs, the current study examined age according to generational cohorts, which may be more indicative of age-cohort-related lifestyles and routine activity trends. The study also examined age and gender risk profiles separately for each identity theft subtype, as differences in how information is obtained and misused could explain previous mixed findings.

According to L-RAT, people with greater measures of protection or security, including social, physical, or safety measures are at lower risk of victimization ([@b0040], [@b0125], [@b0205]). In the context of identity theft, behaviors such as installing antivirus software, shredding documents, and routinely changing passwords theoretically reduce opportunities for identity thieves to access personal information. This has received mixed results in the identity theft literature. [@b0175] found that protective computer/internet-based behaviors, such as use of antivirus software, deleting emails from unknown senders, and regularly changing passwords, were not related to identity theft victimization. Williams ([@b0210]) found that some security measures (using only one computer, filtering spam email, installing antivirus software and secure browsing) were associated with lower identity theft victimization, while other measures (changing security settings and passwords) were associated with greater victimization. However, existing identity theft research is limited by study designs that have been unable to determine whether reported protective behaviors were enacted as a general precautionary measure (prior to) or in response to (following) identity theft victimization. The current study only considered protective behaviors reported as general preventive measures and excludes protective behaviors enacted in reaction to a victimization experience.

3. Methods {#s0015}
==========

3.1. Data {#s0020}
---------

This study combined cross-sectional data (n = 128,419) from a rotating panel design of consecutive, directly comparable 2012 (n = 64,132) and 2014 (n = 64,287) administrations of the NCVS-ITS ([@b0190], [@b0195]). The broader NCVS study used a two-stage, stratified cluster sample design, representing all U.S. residents age 12 years or older living in housing units or group quarters. The ITS surveys were administered to eligible respondents age 16 or older at the end of their NCVS interviews using computer-assisted personal or telephone interviewing. While the ITS survey collected only data about respondent experiences with identity theft, respondents' demographic data and their experiences with other types of crime victimization were collected through the broader NCVS survey. The overall NCVS-ITS unit response rates for NCVS households, NCVS persons, and ITS persons in 2012 and 2014 were 68.2% and 66.1%, respectively. Selection bias analysis found little or no bias to ITS estimates due to non-response ([@b0110], [@b0115]). Data were weighted to be nationally representative but adjusted back to reflect the original sample size and avoid inflated p-values. Further details on NCVS-ITS methods can be found at [www.bjs.gov](http://www.bjs.gov){#ir005} ([@b0015]).

3.2. Dependent variables {#s0025}
------------------------

Consistent with empirically derived recommendations to maximize sensitivity and reduce respondent under-reporting in financial exploitation prevalence research ([@b0020]), the NCVS-ITS measured identity theft victimization using a series of contextually oriented questions describing specific sub-categories, rather than a single, general self-report assessment question. Dependent identity theft variables include the unauthorized use of: 1) existing credit card and/or bank accounts; 2) personal information to open new accounts (e.g., financial, investment, utilities); and 3) personal information for instrumental purposes (e.g. filing false tax returns, obtaining medical services, applying for a job or government benefits). Because the mechanisms of identity exposure and the purposes of identity misuse differ across these three categories, risk and protective factors were assessed separately in the analysis. Victimization status was limited to respondents reporting identity theft within the previous year (1 = yes, 0 = No).

3.3. Independent variables {#s0030}
--------------------------

### 3.3.1. Risk factors {#s0035}

Potential risk factors for identity theft included: 1) frequency of online purchasing behavior in the past year (none, up to once per month, up to once per week, up to once per day, more than once per day); 2) prior year breach of personal information stored by a company or government (no = 0, yes \[but social security number not exposed\] = 1, yes \[social security number exposed\] = 2); 3) number of other forms of victimization experienced in the past year, such as theft and assault (continuous); and 4) whether the respondent experienced prior identity theft victimization during lifetime (yes = 1, no = 0).

### 3.3.2. Protective factors {#s0040}

Respondents were asked a series of seven questions (no = 0/yes = 1) designed to capture identity theft-related preventive/protective practices within the previous 12 months. The questions asked about the following behaviors: checked credit report; changed passwords on financial accounts; purchased credit monitoring services or identity theft insurance; shredded or destroyed documents containing personally identifying information; checked bank or credit card statements for unfamiliar charges; used computer security software; or purchased identity theft protection services. An affirmative response to each question triggered a follow-up question asking whether the behavior was enacted in response to a misuse of personal information. To address issues of temporal ordering as it relates to routine protective behaviors, respondents who indicated that a behavior was enacted in response to a victimization event in the past 12 months were coded as a "no" for the preventive behavior. To understand whether the seven binary protective practice items loaded onto one or more dimensional factors, a multiple correspondence analysis (MCA) was conducted, which analyzed the underlying structure of the binary/categorical data ([@b0070]). As illustrated in the discrimination measures plot ([Appendix A](#s0100){ref-type="sec"}), two factors emerged based on whether the protective item was purchased or reflected a routine protective behavior. The *purchased* factor contained two items---credit monitoring services/identity theft insurance and identity theft protection services. The *routine protective behavior* factor had five items---checked credit report, changed passwords, shredded/destroyed documents, checked bank/credit card statements, used computer security software. These *purchase* and *routine protective behavior* variables (continuous) were entered separately into the models.

### 3.3.3. Controls {#s0045}

Age was operationalized according to generational cohorts to reflect age-related lifestyles that could impact exposure to identity theft: millennials (born 1981--1998), Generation X (born 1965--1980), baby boomers (born 1946--1964), and Silent/Greatest (born before 1945) ([@b0155]). Additional socio-demographic characteristics included gender (male/female), marital status (married/partnered vs. not married/partnered), education (high school or less, some college, college degree, advanced degree), annual household income (\$0--24,999, \$25,000--49,999, \$50,000--74,999, \$75,000 or more), and race/ethnicity (non-Hispanic white, non-Hispanic black, Hispanic, non-Hispanic Asian American/Pacific Islander/American Indian/Alaska Native \[AAPI/AIAN\], other). Other control variables included residential setting (urban, rural) and survey administration mode (in-person, telephone).

3.4. Analytic plan {#s0050}
------------------

Risk and protective variables and controls were regressed on each subtype of identity theft using multivariable logistic regression. Model fit was tested using the Omnibus Test of Model Coefficients and the Hosmer-Lemeshow Test. Tolerance and variance inflation factor statistics were used to test for multicollinearity in regression models. The existing credit card/ bank account analysis was limited to respondents who reported having a credit card or bank account. Missing data were managed with a fully conditional specification multiple imputation method using five pooled data sets. Analyses were performed using IBM SPSS version 25. Due to the large sample size, a p-value of less than 0.001 was considered statistically significant.

4. Results {#s0055}
==========

[Table 1](#t0005){ref-type="table"} provides a description of the weighted sample of victims across identity theft subtypes. Across identity theft subtypes, victims were proportionally more female, Caucasian, belonged to the Baby Boomer generation, and lived in urban settings. Whereas victims of existing credit card/bank account identity theft tended to belong to higher income households, victims of new accounts and instrumental purposes identity theft tended to belong to lower-income households.Table 1Descriptive characteristics of weighted (sample-size-adjusted) victim samples across identity theft victimization subtypes.Existing Credit Card or Bank Account Victims (n = 7241)New Accounts Victims (n = 492)Instrumental Purposes Victims (n = 350)Independent Variablesn (%), Mean (SD)n (%), Mean (SD)n (%), Mean (SD)*Risk Factors*Online purchasing behavior frequencyNone (0 times/year)1393 (19.2%)191 (38.8)156 (44.7)Up to once per month (1--12 times/year)2761 (38.1%)169 (34.5)110 (31.6)Up to once per week (13--52 times/year)2070 (28.6)88 (17.9)45 (12.8)Up to once per day (58--365 times/year)777 (10.731 (6.3)25 (7.2)More than once per day (More than 365 times/year)62 (0.8)5 (1.0)4 (1.1)Number of other victimizations (cont. 0--10)0.1 (0.4)0.2 (0.6)0.2 (0.6)Breached personal information\
No\
Yes (SSN not exposed)\
Yes (SSN exposed)6027\
(83.2%)924\
(12.8)\
229 (3.2)400\
(81.3)\
53 (10.8)\
35 (7.1)271\
(77.4)\
33 (9.4)\
42 (12.1)Identity theft victimization prior to past yearNo5987 (82.7)406 (82.6)291 (83.1%)Yes1209 (16.7)81 (16.5)55 (15.8)*Protective Factors*Purchase protective services (0--5)0.1 (0.3)0.1 (0.4)0.1 (0.4)Routine protective behaviors (0--5)2.3 (1.4)1.6 (1.5)1.7 (1.5)*Controls*Age generations\
Millennials\
Generation X\
Baby boomers\
Silent or Greatest1706\
(23.6)\
2244 (31.0)\
2612 (36.1)\
678 (9.4)1902\
(24.0%)2449\
(30.9)\
2832 (35.8)\
738 (9.3)141\
(28.8)\
140 (28.4)\
165 (33.6)\
45 (9.2)Gender\
Male\
Female3461\
(47.8)\
3780 (52.2)3770\
(47.6%)\
4152 (52.4)235\
(47.7)\
257 (52.3)Marital status\
Married\
Non-married4384\
(60.5)\
2837 (39.2)4671\
(59.1%)\
3229 (40.9)225\
(45.7)\
267 (54.3)Educational attainmentHigh school or less1605 (22.2)1867 (23.7%)135 (38.5)Some college or associate degree2152 (29.7)2388 (30.3)124 (35.5)Bachelor's degree2155 (29.8)2270 (28.8)63 (18.0)Graduate/professional degree1295 (17.9)1360 (17.2)26 (7.4)Race/ethnicity\
White[a](#tblfn1){ref-type="table-fn"}\
Hispanic\
Black[a](#tblfn1){ref-type="table-fn"}\
AAPI/AIAN\*\
Other\*5591\
(77.2)\
610 (8.4)\
536 (7.4)\
393 (5.4)\
112 (1.5)289\
(58.7)\
75 (15.2)\
84 (17.1)\
20 (4.0)\
24 (4.9)206\
(58.9)\
45 (12.8)\
79 (22.5)\
13 (3.8)\
7 (2.1)Household income\
\$0--24,999\
\$25,000--49,999\
\$50,000--74,999\
\$75,000+668\
(9.2)\
1199 (16.6)\
1090 (15.1)\
2934 (40.5)114\
(23.2)\
105 (21.3)\
63 (12.7)\
117 (23.9)86\
(24.5)\
81 (23.0)\
41 (11.7)\
66 (18.8)Number of household members ≤ 12 years (cont. 0--9)0.4 (0.8)0.54 (0.95)0.55 (1.01)Residential settingUrban6096 (84.2)426 (86.6)309 (88.4)Rural1145 (15.8)66 (13.4)41 (11.6)Interview type\
In-person\
Telephone3170\
(43.8)\
4071 (56.2)254\
(51.8)\
237 (48.2)197\
(56.4)\
153 (43.6)[^1]

[Table 2](#t0010){ref-type="table"} presents the prevalence of identity theft victimization overall and by subtype. The prevalence of overall identity theft victimization (any type) was 6.2% in the combined 2012/2014 sample (95%CI = 6.0%--6.3%). The most common form of victimization was existing credit card or bank account identity theft, with a prevalence of 5.6% (95%CI = 5.5%--5.8%).Table 2Identity theft victimization frequencies.Identity Theft Victimization SubtypeCombined 2012/2014\
(n = 128,419)n (%)Any subtype7921 (6.2)Existing credit or bank account7241 (5.6)New accounts492 (0.4)Instrumental purposes350 (0.3)

4.1. Risk factors {#s0060}
-----------------

[Table 3](#t0015){ref-type="table"} presents results from the multivariable analysis of risk and protective factors of identity theft victimization for each subtype. Higher levels of online purchasing behavior were significantly associated with increasing odds of existing credit card/bank account and new accounts identity theft victimization; those engaging in daily online shopping were more than five times as likely to be victims of existing credit card/bank account identity theft as those not engaging in online purchasing (OR = 5.74, 95%CI = 4.31--7.64). Persons reporting breached personal information from a company or government were significantly more likely to experience identity theft, particularly if social security information was exposed (instrumental purposes: OR = 8.05, 95%CI = 5.66--11.46; new accounts: OR = 3.83, 95%CI = 2.67--5.51; existing credit/bank account: OR = 1.46, 95%CI = 1.26--1.68). Those reporting other NCVS victimizations were between 29% (existing credit/bank account: OR = 1.29, 95%CI = 1.23--1.35) and 46% (new accounts: OR = 1.46, 95%CI = 1.32--1.62) more likely to be victims of identity theft with each successive crime. Individuals with a history of identity theft victimization were 28% more likely to be victimized by existing credit/bank account identity theft in the past year than those with no prior history (OR = 1.28, 95%CI = 1.19--1.37).Table 3Multivariable logistic regression models predicting identity theft victimization.Independent VariablesExisting Credit or Bank Account (n = 116,042)[a](#tblfn2){ref-type="table-fn"}New Accounts (n = 128,419)Instrumental (n = 128,419)OR (95% CI)OR (95% CI)OR (95% CI)*Risk Factors*Online purchasing behavior frequency (ref. None)Up to once per month (1--12 times/year)2.45 (2.28--2.63)\*\*\*1.71 (1.35--2.17)\*\*\*1.35 (1.02--1.78)Up to once per week (13--52 times/year)3.54 (3.27--3.83)\*\*\*1.78 (1.33--2.38)\*\*\*1.12 (0.77--1.64)Up to once per day (58--365 times/year)4.44 (4.02--4.90)\*\*\*1.89 (1.25--2.85)2.01 (1.28--3.16)More than once per day (More than 365 times/year)5.74 (4.31--7.64)\*\*\*4.52 (1.79--11.46)4.03 (1.39--11.70)Number of other victimizations (cont.)1.29 (1.23--1.35)\*\*\*1.46 (1.32--1.62)\*\*\*1.41 (1.24--1.60)\*\*\*Breached personal information (ref. No)Yes (SSN not exposed)1.44 (1.33--1.56)\*\*\*1.96 (1.44--2.66)\*\*\*2.16 (1.47--3.19)\*\*\*Yes (SSN exposed)1.46 (1.26--1.68)\*\*\*3.83 (2.67--5.51)\*\*\*8.05 (5.66--11.46)\*\*\*Identity theft victimization prior to past year (ref. No)\
Yes1.28\
(1.19--1.37)\*\*\*1.43\
(1.11--1.85)1.43\
(1.05--1.95)*Protective Factors*Purchase protective services (cont.)1.02 (0.95--1.09)1.62 (1.28--2.06)\*\*\*1.37 (0.99--1.87)Routine protective behaviors (cont.)0.76 (0.75--0.78)\*\*\*0.66 (0.61--0.71)\*\*\*0.71 (0.65--0.78)\*\*\**Controls*Age generations (ref. millennials)Generation X1.21 (1.12--1.29)\*\*\*1.28 (1.00--1.65)1.68 (1.26--2.24)\*\*\*Baby boomers1.38 (1.29--1.48)\*\*\*1.70 (1.32--2.20)\*\*\*1.79 (1.32--2.42)\*\*\*Silent or Greatest1.10 (0.99--1.21)1.23 (0.86--1.78)1.12 (0.72--1.75)Gender (ref. Male)\
Female0.99\
(0.94--1.04)0.95\
(0.79--1.13)1.14\
(0.92--1.42)Marital Status (ref. Married/partnered)\
Not married/partnered0.95\
(0.90--1.01)1.23\
(1.00--1.51)1.63\
(1.28--2.09)\*\*\*Educational attainment (ref. High school or less)Some college or associate degree1.42 (1.33--1.52)\*\*\*1.70 (1.35--2.14)\*\*\*1.43 (1.11--1.86)Bachelor's degree1.67 (1.56--1.80)\*\*\*1.66 (1.25--2.20)\*\*\*1.18 (0.84--1.66)Graduate/professional degree1.90 (1.74--2.07)\*\*\*1.85 (1.31--2.61)0.95 (0.59--1.50)Race/ethnicity (ref. non-Hispanic white)Hispanic0.85 (0.78--0.93)\*\*\*1.32 (1.00--1.73)0.93 (0.66--1.32)Black[b](#tblfn3){ref-type="table-fn"}0.78 (0.71--0.86)\*\*\*1.43 (1.11--1.86)1.58 (1.20--2.09)AAPI/AIAN[b](#tblfn3){ref-type="table-fn"}0.78 (0.70--0.87)\*\*\*0.73 (0.46--1.16)0.69 (0.39--1.22)Other[b](#tblfn3){ref-type="table-fn"}1.09 (0.89--1.32)3.32 (2.17--5.09)\*\*\*1.18 (056--2.50)Household income (ref. \$0 to 24,999)\$25,000 to 49,9991.05 (0.95--1.15)0.77 (0.60--1.00)0.90 (0.67--1.21)\$50,000 to 74,9991.20 (1.08--1.33)0.73 (0.54--0.99)0.80 (0.56--1.13)\$75,000+1.38 (1.25--1.52)\*\*\*0.71 (0.52--0.97)0.74 (0.52--1.05)Number of household members ≤ 12 years (cont.)1.01 (0.98--1.05)1.20 (1.08--1.33)1.21 (1.07--1.36)Residential setting (ref. urban)\
Rural0.90\
(0.84--0.96)0.80\
(0.61--1.05)0.65\
(0.46--0.91)Interview type (ref. In-person)\
Telephone0.91\
(0.87--0.96)\*\*\*0.85\
(0.71--1.02)0.74\
(0.60--0.92)[^2][^3][^4][^5]

4.2. Protective factors {#s0065}
-----------------------

Individuals engaging in a higher number of proactive, routine protective behaviors, such as shredding documents and updating passwords, were between 25% (existing credit/bank account: OR = 0.76, 95%CI = 0.75--0.78) and 35% (new accounts: OR = 0.66, 95%CI = 0.61--0.71) less likely to experience identity theft victimization with each additional protective behavior. Purchasing credit monitoring services and identity theft insurance, however, was associated with significantly higher odds of new accounts (OR = 1.62, 95%CI = 1.28--2.06) identity theft.

4.3. Socio-Demographic controls {#s0070}
-------------------------------

Across all identity theft subtypes, baby boomers were most likely to be victims (existing credit/bank account: OR = 1.38, 95%CI = 1.29--1.48; new accounts: OR = 1.70, 95%CI = 1.32--2.20; instrumental: OR = 1.79, 95%CI = 1.32--2.42). Unmarried/un-partnered persons were 63% (OR = 1.63, 95%CI = 1.28--2.09) more likely to experience instrumental forms of identity theft. Higher levels of education were associated with increasingly higher odds of both existing credit card/bank account and new accounts forms of identity theft. Compared to non-Hispanic whites, existing credit/bank account victimization was less likely among Hispanic (OR = 0.85, 95%CI = 0.78--0.93), Black (OR = 0.78, 95%CI = 0.71--0.86), and AAPI/AIAN (OR = 0.78, 95%CI = 0.70--0.87) persons. Persons living in households in the highest income bracket were most likely to experience existing credit/bank account identity theft (OR = 1.38, 95%CI = 1.25--1.52) compared to those in the lowest income households. As a methodological finding, respondents who participated in a telephone rather than in-person interview were significantly less likely to report identity theft victimization.

5. Discussion {#s0075}
=============

Approximately 1 out of every 15 adults aged sixteen years or older in the U.S. -- over 16 million people -- experience some form of identity theft each year. In addition to direct losses, consequences may include damaged credit, legal fees, loss of trust, and health outcomes such as stress, anxiety, and depression ([@b0080], [@b0065]). Among victims who experienced the misuse of personal information for instrumental purposes, approximately 56% suffered moderate to severe distress, a similar percentage as seen among victims of violence ([@b0080]).

As large-scale data breaches have become an unfortunate part of our growing tech-based marketplace, this analysis examined whether online purchasing behavior and personal data security practices affect the risk of identity theft victimization, or whether becoming a victim is largely contingent on corporate and government-level data breaches. Findings provide support for the L-RAT model of victimization which suggests that individual lifestyle routines and degree of protective measures/guardianship influence the likelihood of victimization.

Respondents who stated that their information was part of a large data breach were significantly more likely to report all forms of identity theft, particularly when their social security numbers were exposed. Victims of identity theft for instrumental purposes were eight times as likely to say their social security numbers were exposed in a data breach compared to non-victims, likely because that form of identity theft requires social security numbers to access government benefits and other services. Although it is not possible to assess whether data breaches directly caused identity theft incidents, data breaches were significantly correlated with the misuse of identity information.

L-RAT proposes that routine lifestyle behaviors contribute to crime victimization risk. In the present study, individual risk and protective behaviors were consistent and strong (magnitude) predictors. Similar to findings using a Canadian sample ([@b0175]), increasing levels of online purchasing activity were associated with incrementally higher odds of financial account and new account identity theft. Participating in commercial activities online reflects a major societal innovation and lifestyle shift that has allowed consumers to purchase products conveniently and globally, but entering personal data online entrusts vendors to safely store and manage this data. For example, [@b0105] found that individuals who placed an order with a company they had never done business with before were significantly more likely to be victims of identity theft. While the NCVS ITS does not ask respondents what online retailers they have made purchases from, it is likely that as the frequency of online shopping increases, the odds of using an unsecured payment portal or having information exposed in a retail data breach increases. Further innovations in online security and payment systems are required to protect users' information, and future research should explore precisely how online purchasing activities expose personal information.

In support of the guardianship principle of L-RAT, proactive individual behaviors, like shredding personal documents and routinely changing account passwords, significantly reduced the likelihood of identity theft. Unfortunately, the Pew Research Center ([@b0145]) found that half of U.S. respondents were not educated about everyday security practices. Given that routine safety behaviors reduce risk of identity theft, consumer protection efforts need to focus on educating consumers on the basics of online security. Purchasing external credit monitoring and identity theft protection services did not reduce risk and was related to greater likelihood of new accounts identity theft victimization. Perhaps respondents who purchased these services had some knowledge that their identity may be misused. Another explanation is that some criminal entities have reached a level of sophistication to evolve techniques ahead of current industry protection standards ([@b0135]).

This study found that exposure to other types of crime, as well as prior experiences with identity theft, were associated with a greater risk of identity theft victimization. Personal information may be stolen during the course of other crimes directly (e.g., theft of wallets, bank statements) or indirectly through theft of devices that contain personal information. This result is consistent with financial fraud research---prior fraud victimization increases the odds of re-victimization ([@b0185]). An underground system exists for identity theft where specified pieces of stolen identifying information are bundled and sold to other criminals, thereby increasing the odds that it is used for various identity crimes over time ([@b0135]). Services for identity theft victims should include help contacting the major credit bureaus to place a temporary freeze or fraud alert on credit reports to prevent criminals from opening new accounts with victims' stolen credentials.

The socioeconomic and demographic risk patterns found in this study were roughly consistent with the predictions of L-RAT. In general, members of Generation X and the baby boomers, now between the ages of 39 and 73, were at the highest risk of most types of identity theft. This likely reflects the socioeconomic capacity and consumption patterns among Generation X and baby boomers relative to millennials. Together, these older generations constitute the bulk of the U.S. workforce and, therefore, have the economic means to engage in consumer activities where identities may be exposed. Longitudinal data is needed to determine whether the association between middle to late adulthood and increased risk of identity theft is indeed due to lifestyles or whether age has an independent effect.

Compared to Hispanic, Black, and Asian respondents, White respondents and those with higher educational attainment experienced significantly higher risk of existing credit card/bank account identity theft. Individuals with higher socioeconomic status have more purchasing power ([@b0030]), have more access to credit ([@b0090]), own more internet-enabled devices that store and transfer personal information, and are more likely to use credit cards ([@b0075]). In support of L-RAT, this suggests that the association between existing credit card/bank account identity theft and demographic/socioeconomic profiles is related to lifestyle factors where there is greater reliance on these financial instruments, and thus more opportunities for criminals to intercept account information.

5.1. Limitations {#s0080}
----------------

While the NCVS Identity Theft Supplement is one of the most comprehensive sources of data on identity theft, the survey likely underestimates the true extent of the problem. First, the NCVS excluded adult sub-populations who may be particularly vulnerable, such as those living with cognitive impairment and/or in institutional settings. Second, the literature on financial fraud victimization finds that people tend to under-report victimization in survey research ([@b0010]), and this self-report error likely extends to the issue of identity theft. Finally, the nonresponse group is likely disproportionately represented by victims who are reluctant to provide personal information in response to a survey. Another limitation of the study was that data on other potentially important behavioral variables, such as the extent of online downloading, online financial account management, types of websites visited, and presence of malware, hacking or phishing events, were unavailable. To better understand risk of identity theft victimization within the L-RAT paradigm, measures are needed to account for system-level security practices among corporate and government entities, but this is beyond the scope of the NCVS.

5.2. Health implications {#s0085}
------------------------

Identity theft victimization affects tens of millions of Americans each year. Financial exploitation, in general, is associated with major health-related consequences such as increased rates of hospitalization and all-cause mortality. Victims of identity theft experience severe mental/emotional distress, particularly among minority and older adult populations ([@b0085], [@b0065]). Given the increasing scope of this problem, the development of effective primary prevention strategies is critically needed and should focus on promoting relatively unintrusive and feasible everyday practices such as routinely changing financial account passwords, shredding documents, and checking credit reports and financial statements. The prevalence of this problem indicates that healthcare professionals will encounter patients who are victimized by identity theft on a regular basis. Healthcare settings represent an important place to both recognize vulnerable adults and provide victims with preventive education to mitigate the risk of identity exposure.

6. Conclusion {#s0090}
=============

This study comprehensively examined the risk of different forms of identity theft victimization in the U.S. Although other research indicates that Americans have inadequate knowledge of cybersecurity practices ([@b0145]), findings from the current study demonstrated the importance of this knowledge in keeping personal information safe. Yet individual actions alone are not enough. As investment in cybersecurity grows, criminals respond with increasingly sophisticated and evolving techniques such as hacking, malware, and skimming to overcome these controls ([@b0160]). Reducing the incidence of identity theft requires greater public/private investment in robust, dynamic data security systems and encryption tools, and more collaboration between criminal justice and law enforcement agencies to investigate and prosecute identity theft crimes.
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The following are the Supplementary data to this article:Supplementary data 1

Supplementary data to this article can be found online at <https://doi.org/10.1016/j.pmedr.2020.101058>.

[^1]: Excludes persons of Hispanic or Latino origin. AAPI/AIAN = Asian American/Pacific Islander/American Indian/Alaskan Native

[^2]: *Note:* All multivariable logistic regression models, except the New Accounts model, satisfied the Omnibus Test of Model Coefficients (p \< 0.01). All multivariable logistic regression models satisfied the Hosmer-Lemeshow Test (p \> 0.05). Across models, independent variables had tolerance of 0.70 or above and variance inflation factor of 1.43 or below, indicating no concern of multicollinearity.

[^3]: CI = Confidence interval; OR: Odds ratio; SSN: Social Security Number; AAPI/AIAN = Asian American/Pacific Islander/American Indian/Alaskan Native. \*\*\*p \< 0.001, (two-tailed tests).

[^4]: Analysis of the existing credit or bank account subtype only includes NCVS-ITS respondents who reported having a credit card or bank account, respectively.

[^5]: Excludes persons of Hispanic or Latino origin.
